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ICT Lab Safety Rules and Contract (2026-2027)

Implemented: September 2021

Next Review: June 2027

Below are rules that will regulate our use of the Internet and computer. These rules have been designed
to keep our computer and classroom functioning at the highest of standards. It is important to establish
safety rules and guidelines to ensure the well-being of students and the proper use of equipment. In order
to have access to the Internet, and computer in ICT Lab, please read the following and sign below.

1. Personal Safety

Students should not share personal information such as address, phone number, or passwords
online.

Students must inform a teacher if they encounter any content or messages that make them
uncomfortable.

Students must not arrange to meet anyone they have met online.

Students must not remove or interfere with cables connected to devices.

Students must behave responsibly and follow safety instructions at all times.

Students must keep pathways clear and report hazards or issues immediately.

2. System Security

Students must not attempt to access restricted systems, files, or accounts.
Students must not log in as another user or impersonate others.

Students must not bypass security systems such as firewalls or filters.
Students must report any suspicious activity immediately.

Students must log off systems after use and protect system integrity.

3. Inappropriate Behaviour

Accessing or sharing offensive or inappropriate material is strictly prohibited.
Bullying, harassment, or misuse of technology is not allowed.

Students must use appropriate language at all times.

Disruptive behaviour is not permitted in the lab.

Students must follow teacher instructions respectfully.



4. Email and Messages
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Students must not send offensive or inappropriate messages.

Students must not impersonate others through communication tools.
Students must use communication tools only for educational purposes.
Online chatting and messaging is not permitted during lessons.
Students must report harmful or suspicious messages.

5. Plagiarism and Copyright

Students must not copy content without proper acknowledgement.
Students must follow copyright rules and licensing agreements.
Downloading or sharing unauthorized content is prohibited.
Students must use teacher-approved resources.

6. Privacy

Students must keep their passwords confidential.
Students must not access other users’ files or data.
Students must protect personal and school information.
Sharing confidential information is prohibited.

7. Software

Students must not install unauthorized software.
Only approved educational software may be used.
Students must not modify system settings.
Students must use licensed applications only.

8. Hardware

Students must handle all equipment carefully.

Students must not tamper with cables or components.
Students must not move equipment without permission.
Students must report faulty equipment immediately.
Students must remain at assigned workstations.

Students should not tamper with ICT devices and resources.

9. Sanctions

Misuse of ICT resources may result in loss of access privileges.
Serious violations may lead to disciplinary action.

Repeated misuse may result in restricted access.

Damage to equipment may require compensation.
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10. General and Best Practice

ICT resources must be used for educational purposes only.

Students must listen to and follow teacher instructions.

Students must maintain a clean and organized workspace.

Students must save work in designated locations.

Students must respect shared resources.

Eating, drinking, or chewing gum is strictly prohibited in the ICT lab to prevent damage to the
equipment.

Student’s bags must be kept in the designated area outside the ICT lab, as they can cause people to
trip if they are lying around the room.

Students will be seated in the ICT lab as per the seating plan provided by the teacher.

No inappropriate language/content/images/videos or links will be accepted. Strict action will follow.
Students must not indulge in any disruptive behavior/talking in the lab.

Check your workstation every day when you enter and leave the classroom. Inform your teacher if
anything is wrong. Students are responsible for their own workstation.

Students need to ensure that the study environment is maintained in the labs. So, all noise level
should be kept to a minimum

11. Mobile Phones / Devices

Mobile phones are not permitted in school campus.

Devices with SIM/data connectivity(3G/4G/5G) are not allowed.
Personal devices such as laptops/tablets must only be used for learning.
Devices must be used only when instructed by the teacher.

12. Music / Video Player

Playing games or watching videos is not permitted.
Streaming media unrelated to learning is prohibited.
Music/video tools must only be used for educational purposes.

13. Personal Equipment

Students are responsible for their own devices.

The school is not responsible for loss or damage of personal devices.

Devices must comply with school rules before use.

Devices must not introduce viruses or harmful software.

NEVER give a password to anyone!!! Do not use login that does not belong to oneself.
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These policies and procedures must be adhered to, and any violations of them
will be met with zero tolerance.

» Students must abide by their signed contracts.
* The use of the computer is a privilege, not a right.
 If this contract is broken, the student's privilege will be revoked.

| veeerererreeereeereeerreresaeesnaeeseaeseeseae s aesn e s aesnaee saesenaee snasesnesenasesneesnasnns [Student Name], have read and

understood the ICT Lab Safety Rules. | agree to abide by these rules and take responsibility for my actions
while in the ICT lab. | understand that failure to comply with the rules may result in disciplinary actions
and/or restrictions on lab access.

I understand the importance of using the ICT lab responsibly, treating equipment with care, and following
instructions provided by the teacher. | will seek help and guidance from the teacher when needed, and |
will report any issues or concerns promptly.

| understand that the ICT lab is a shared learning space and that my behavior and actions can impact the
learning experience of others. | will demonstrate respect, focus, and consideration towards my
classmates and the teacher.

I understand that the ICT lab is a place for educational purposes, and | will use the internet, software,
and resources provided in accordance with the guidelines set by the teacher and school policies.

I will adhere to these rules to ensure the safety of myself, my peers, and the equipment in the ICT lab.
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